BQ THONG TIN VA TRUYEN THONG  CONG HOA XA HQI CHU NGHIA VIET NAM
- Doc 13p - Tw do - Hanh phic

86:946  /BTTTT-CATTT
V/v huéng dan ap dung Ha N¢i, ngay 716 thang 3 nam 2022
tiéu chuan an toan thong tin cho
cac co quan nha nude va hé thong
thong tin quan trong qudc gia
Kinh gui:

- Cac B0, co quan ngang B9, co quan thudc Chinh phu;
- UBND céc tinh, thanh phé truc thudc Trung uong;

- Céc Tap doan, Tong coéng ty Nha nudc.

Can ctr Nghi dinh 85/2016/ND-CP ngay 01/7/2016 cua Chinh phtl vé bao
dam an toan hé thong thong tin theo cap do.

Can ctr Nghi dinh sé 17/2017/ND-CP ngay 17/02/2017 ctia Chinh pha quy
dinh chtrc ndng, nhiém vy, quyén han va co ciu to chitc cua Bo Thong tin va
Truyén thong.

Nhim ning cao ning luc bao dam an toan théng tin mang, B6 Thong tin va
Truyén théng dé nghi cac co quan nghién ciru, trién khai 4p dung cac tiéu chuan
an toan thong tin cho cac hé thong thong tin quan trong qudc gia (CII) va hé
thong thong tin thudc pham vi quan 1y nhu sau:

1. Tiéu chuan bat budc ap dung

Tiéu chuan TCVN 11930:2017 vé Cong nghé thong tin - Cac k¥ thuat an
toan - Yéu cau co ban vé an toan hé thong thong tin theo cap d6 quy dinh.

S ctr: Khoan 1 Diéu 19 Nghi dinh 85/2016/ND-CP ngay 01/7/2016 cua
Chinh pht vé bao dam an toan hé théng thong tin theo cip d6 quy dinh “Phuong
an bao dam an toan hé thong thong tin phai dap tmg yéu ciu co ban trong tiéu
chuan, quy chuan k§ thuit vé bao dam an toan hé thong thong tin theo cap do”.

2. Mot s6 tiéu chuan khuyén nghi ap dung

Dé ting cudng an toan theo tiéu chuin, quy chuan k¥ thuat vé bao dam an
toan hé thong thong tin, B Thong tin va Truyén thong khuyén nghi cic co quan
nghién ctru, 4p dung cac tiéu chuan sau:

(1) TCVN ISO/IEC 27001:2019 vé Cong nghé thong tin - Cac k¥ thuat an
toan - Hé théng quan 1y an toan thong tin - Cac yéu cau;

(2) TCVN ISO/IEC 27002:2020 vé Cong nghé thong tin - Cac k¥ thuat an
toan - Quy tic thuc hanh Quan Iy an toan thong tin;
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(3) TCVN 9801-2:2015 Cong ngh¢ thong tin - Cac ky thudt an toan - An
toan mang - Phan 2: Hudng dan thiét ké va trién khai an toan mang (ISO/IEC
27033-2:2012);

(4) TCVN 9801-3:2014 Coéng nghé thong tin - Ky thuat an toan - An toan
mang - Phan 3: Céc kich ban két néi mang tham chiéu - Nguy co, ky thuat thiét
ké va cac van dé kiém soat (ISO/IEC 27033-3:2010);

(5) TCVN 11239:2015 vé Cong nghé thong tin - Céac k¥ thuat an toan -
Quan 1y sy ¢d an toan thong tin;

(6) TCVN 27017:2020 vé Céng nghé théng tin - Cac k¥ thuit an toan -
Quy tic thuc hanh cho bién phap kiém soét an toan thong tin dua trén ISO/IEC
27002 cho céc dich vu ddm may.

Trong qua trinh thyc hién, néu c6 khé khan, vudng mic, co quan, td
chtrc c¢6 thé dé nghi B6 Théng tin va Truyén thong (Cuc An toan thong tin)
hudng dan, phdi hop va hd trg.

Tran trong./.

Noi nhgn: KT. BQ TRUONG
- Nhu trén; -

- B6 trudng (dé blc);

- Thtt truong Nguyén Huy Diing;
- Luu: VT, CATTT.




